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1 Audience

Content herein is aimed at personnel involved with the operation of the Vernetzen Veto
Portable Network Analysis tool. This document serves to provide a quick guide to the features
of the Veto PNA software. This is not a guide to physical installation and no assumptions are
made with respect to the installation of the unit being operated.

2 Abbreviations/Definitions

Table 1: List of abbreviations/definitions

PNA Veto Portable Network Analysis unit
TEP Veto Testing Endpoint unit
Ul User Interface
8
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3 Guide

3.1 MAIN FEATURES

This device is used to gather and report core measures of wireless network quality and performance. More
specifically, it has the following functionalities:
e 2.4 & 5.8Ghz Wi-Fi network scanning.
e Link monitoring — observe Wi-Fi signal strength and link characteristics while under traffic load.
e Performance evaluation — evaluate the performance of the network against a range of customisable
metrics.
e Commissioning reports — create reports detailing the performance of the network mapped to level
plan locations.

3.2 REQUIREMENTS

Operation of the Veto PNA requires a computer with a physical network interface and modern browser.
Performance data capture requires the use of a configured Veto TEP.

3.3 HARDWARE

The Veto PNA Kit consists of:
e 1x Veto Portable Network Analysis unit
e 2x Dual-Band Omni-Directional Antenna with N-type connector
e 1x Pair mounting brackets
e 1x Mounting plate
e 1x 5m Cat 5e Ethernet cable with IP-67 cable gland
e 1x 5m 12v power cable
e 1x 12v car adapter
1x USB A to 12v adapter
e 4x Mounting screws

Veto PNA page 6 of 26
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3.4 ACCESSING THE Ul

By default, the Veto PNA’s ethernet interface is configured with a link-local IP address of

169.254.1.100. The userinterface can be accessed via a browser at https://169.254.1.100:8443 .
Each PNA generates a self-signed certificate and as such, the browser will display a warning prior to

showing the Ul, it is safe to continue. The default username/password are both ‘admin’.

Page 7 of 26
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3.5 SYSTEM INFORMATION / ADMINISTRATION

3.5.1 SYSTEM INFO

The ‘Info’ page provides a summary view of the current system configuration and resource usage.

%{ Info Commission Troubleshoot E2E Wifi Scan History App Settings System Veto PNA =

System Info | User options/diagnostic tools | Uptime: 30 minutes

SSID: AP MAC: Frequency: 8 Channel: 8 (8Mhz) Tx: Rx: RSSI: @ | Sep 11,2023 11:16:39 AM

System Resource Usage Network Configuration
ceu | Wifi (wlan0) o
L g Configured AP: N/A

Configured IP: N/A

p— Tt

Ethernet (eth0)
———— L ©

Configured IP: N/A

| Configure network interface I

Current wifi link characteristics |

l Remove interface configuration |

Data link - green = actively receiving
data events from PNA

Detected local timezone /

Software version [

© Vernetzen Pty Ltd 2023 Australia/Brisbane +10 hours / 1.0.6

3.5.2 USER PREFERENCES

Select Preferences from the User Options/Diagnostic Tools drop down in the top right to set the
default name & email that will appear on commissioning reports. Dark mode colour scheme and UTC
date & time options can also be toggled here. By default, all date and times are displayed in the local
time zone of the computer used to access the Ul, this is shown in the footer.

Name
Bob Demo

Email
demo@vernetzen.com

(. Dark mode B UTC date/time

Veto PNA page 8 of 26
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3.5.3 SYSTEM ADMINISTRATION

The ‘System’ page provides the facility to change the credentials used to access the PNA Ul and apply
system software updates.

% Info Commission Troubleshoot E2E Wifi Scan History App Setiings System Veto PNA =

Update credentials Update system

Update Veto system software.

Select update file m

Change username & password - re-login will be required.

New username

admin

0ld password o
New password o
Repeat password o

® Vernetzen Pty Ltd 2023 Australia/Brisbane +10 hours / 1.0.6
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3.6 WI-FI NETWORK

3.6.1 WI-FI SCAN

Available Wi-Fi networks can be viewed on the ‘Wifi Scan’ page. Configuration of the PNA’s Wi-Fi
connection can be initiated from here by clicking on the hand icon to the right of the desired network,
this will pre-fill the SSID in the configuration dialog.

% o Commission  Troubleshoot E2E  WifiScan  History  AppSeftings  System Veto PNA (]
Wifi Scan | @ |
SSID: AP MAC: Frequency: @ Channel: & (evMhz) Tx: Rx: RSSL: @ Sep 11, 2023 12:44:09 PM
Search Q Scanned at: Sep 11, 2023 12:02:06 PM

Automine_Lite_A

Corp_Net 5cb1:3eb6ice:26 77 5745 149 b

ssiD MAC RSS! Frequency (Mhz) Channel

bo:6ebfe3e6:de 50 2437 6

Records perpage: 10 v 120f2

Australia/Brisbane +10 hours / 1.0.6

© Vernetzen Pty Ltd 2023

3.6.2 NETWORK CONFIGURATION

Configure the PNA’s Wi-Fi interface from either Wi-Fi scan results or the ‘System Info’ page.

Parameter
Address

Default Gateway

Reconfigure Wifi (wlan0)

Address

Default Gateway

© Hidden

@

Definition

The IPv4 address and subnet for the PNA’s Wi-Fi interface, e.g.,
192.168.1.10/24

The IPv4 address of the network default gateway. This is only required if

(optional) the TEP is not in the same subnet as the PNA (not recommended).
SSID The SSID of the Wi-Fi network the PNA is analysing. Click the Hidden eye
icon to join hidden networks.
WPA PSK The pre-shared key securing the wireless network. Not required for
(optional) open networks.

Veto PNA
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3.6.3 CONNECTION TROUBLESHOOTING

Wi-Fi connection log information can be used to determine the cause of issues preventing the PNA
from joining a Wi-Fi network. Select ‘Wifi Log’ from the diagnostic toolbox dropdown and click the
‘Start’ button to being collecting logs. The collection process will continue in the background,
including when the popup is closed, until cancelled, user logout or browser window close.

$¢ o Commission TroubleshoolEZE  WifiScan  History  AppSeftings  System Veto PNA -
=0
SSID: Automi .n i 17Nss 2RsSt-gs  se mg
0
0
|
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3.6.4 TROUBLESHOOT END TO END

After the PNA successfully establishes a Wi-Fi connection, characteristics of the connection can be
viewed on the Troubleshoot E2E page. The RSSI and Layer 1 link speed are graphed in real time.
Network traffic load to a Veto TEP can be applied to simulate real world behaviour.

§ o Commission TroubleshootE2E  WifiScan  History  AppSettings  System Veto PNA 23
Apply load (O Minimal (O Moderate (@) Saturate | Available TEF -+ ¢ N > | ® colect W
SSID: Autonine_Lite_A AP MAC: bo:6e:bf :e3:e6:d9 Frequency: 2437 Channel: 8 (484hz) T 150.0 MBit/s VHT-MCS 7 40z short GI VHT-NSS 1RX 54,0 MBit/s VHT-ICS 1 40MHz VHT-NSS 2RSSE -46  Sep 1), 2023 125351 M
RSSI (dsm)
-20
30
40
-50
60
70
80
90
100
10
120
125212PM 125223 PM 125234 PM 125245 PM 1252:56 PM 1253.07 PM 125318 PM 125320 PM 12.53.40 PM 125351
»issi
Link Tx/Rx Rates (mbps)
150
140
130
120
10
100
%
80
70
60
50
125212PM 125223 PM 125234 PM 12:5245PM 12:52.56 PM 1253.07 PM 125318 PM 125320 PM 1253.40 PM 12:53:51)
woomx

@ Vernetzen Pty L1d 2023

Parameter Definition
Minimal Transmit UDP data at 1 Mbps.
Moderate Transmit UDP data at 10 Mbps.
Saturate Transmit TCP data at the maximum rate supported by the Wi-Fi link.
Collect Enable/disable graph data updates.

Veto PNA page 12 of 26
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3.7 ETHERNET NETWORK

3.7.1 NETWORK CONFIGURATION

Configure the PNA’s Ethernet interface from the ‘System Info’ page, this is optional but can be used to
access the PNA’s interface from the configured address as an alternative to the default link-local

address.

Reconfigure Ethernet (eth0)

Address

Default Gateway

Parameter Definition
Address The IPv4 address and subnet for the PNA’s Ethernet interface, e.g.,
192.168.1.10/24
Default Gateway The IPv4 address of the network default gateway. This is only required if
(optional) routing across subnets to reach the PNA (not recommended).

Page 13 of 26 @
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3.8 APP SETTINGS

The ‘App Settings’ page provides a view of the reference data currently stored on the PNA. All
reference data types can additionally be added or modified directly from the locations they are used.

3.8.1 PLANS

Upload level plan images (png/jpg/gif formats) for use in network commissioning reports. Note that
any changes to existing level plans will not apply to any commissioning reports that have used the
prior version of the plan.

Add Level Plan

Level 1.8 png

Veto PNA page 14 of 26
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3.8.2 PARAMETERS

Parameter Sets define the type and duration of network traffic used to evaluate the performance of

the network.

Edit Parameter Set

Hame

Default

Latency

@) Enabled

Latency QoS ToS (Optional)

Sequential Disabled Run Latency test during TCP/UDP

@) Enabled 3

TCP (duration)

Mbit/s

TCP (bandwidth) Set to zero for unlimited

UDP (duration)

@) Enabled

UDP (bandwidth) Meis

TCP/UDP QoS DSCP (Optional)

Parameter Definition Version
Latency Duration of layer 3 latency test — note: this is performed concurrently 1.0.15
with TCP/UDP tests.
Latency QoS Optionally add a type of service to the IP packet header. 1.2.1
Sequential Test latency prior to TCP/UDP tests. Default is concurrent. 1.2.1
TCP (duration) Duration of layer 4 TCP test. 1.0.15
TCP (bandwidth) Bandwidth in Mbps for layer 4 TCP test — set to O to test at the maximum 1.0.15
supported by the network link.
UDP (duration) Duration of layer 4 UDP test. 1.0.15

UDP (bandwidth)

Bandwidth in Mbps for layer 4 UDP test — setting this above the expected
capability of the network link will result in significant packet loss.

1.0.15

TCP/UDP QoS

Optionally add a differentiated services code point to the IP packet

header.

1.2.1

Page 15 of 26
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3.8.3 METRICS

Metric Sets define the test result values that must be achieved in order to class the network as

meeting required performance objectives.

Add Metric Set

Name

Latency (avg)

st be below 50 ms

Add 1 or more metrics from the options below

Avg RSS| - -40

must be above -40 dBm

Metric Explanation To Pass, Result must be
Jitter (L3) Layer 3 jitter — derived from latency results. Below value
Jitter (L4) Layer 4 jitter — requires UDP test. Below value

Latency (max)

Layer 3 latency maximum.

Below value

Latency (avg)

Layer 3 latency average.

Below value

Packet Loss (L3)

Layer 3 packet loss — derived from latency results.

Below value

Packet Loss (L4)

Layer 4 packet loss — requires UDP test.

Below value

specified in the parameter set used.

Avg RSSI Average Wi-Fi RSSI during test. Above value*

Min RSSI Minimum Wi-Fi RSSI during test. Above value*

TCP Throughput Achieved layer 4 TCP throughput in Mbps. Above value

UDP Throughput Achieved layer 4 UDP throughputin Mbps. Above value

TCP Bandwidth Pct Achieved layer 4 TCP throughput as a percentage of the value Above value
specified in the parameter set used.

UDP Bandwidth Pct Achieved layer 4 TCP throughput as a percentage of the value Above value

*Given measurement of RSSI being negative.

Veto PNA
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3.8.4 TEP

Veto Testing Endpoints available for commissioning reports and/or Wi-Fi load testing.

Edit Endpoint

Name .
Test Location

Address
10.168.1.206

APl key
NkAsfYOfvuYsZGzgJCLL

P! key for dynamic TEP (1.2.0 or higher)

Parameter Definition Version
Name Name of TEP 1.0.15
Location Location of TEP (optional) 1.0.15
Address IPv4 address of the TEP e.g. 192.168.1.10 1.0.15
Port Layer 4 TEP server port, default 5201. TEP units can have additional L4 [1.0.15
servers configured on alternate ports.
API Key AP| Key for communicating with Dynamic TEP 121

Page 17 of 26 @

Vernetzen



Operation Manual

Rev D September 2024

3.9 COMMISSION

3.9.1 NEW COMMISSIONING REPORT

The ‘Commission’ page provides functionality to prepare network commissioning reports. All reports
require a name, both name and notes can be updated. Reports can be resumed from the ‘History’
page in the event of browser window closure or loss of power to the PNA etc.

&&_ Info Commission Troubleshoot E2E Wifi Scan History App Settings System

Veto PNA G+
Start new report
A Previous reports can be resumed from the history section
Name
Notes
o
[ @ o~ |
|

Veto PNA page 18 of 26
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3.9.2 REPORT SETUP

Preparation of a commissioning report requires several items to be configured prior to execution of
network tests.

% o Commission  Troubleshoot E2E  Wifi Scan  History  AppSettings  System Veto PNA (c]

= o Missing endpotnt —{ tscuss preventing vt =

SSID: Automine_| ite_A AP MAC: bo: 6e:bf :03:06: ¢9 Frequency: 2437 Channel: 8 (204hz) T 150.8 MBIt/s VHT-NCS 7 4@MHz short GI VWT-NSS 1RX:54.0 MBit/s VHT-MCS 1 40%z VHT-NSS 2RSSL -48  Sep 11,2025 014158 AM

@revel 1

& el Bla v |+ u B Numbers @ Path  Right click to add a location

Add level plan(s) to report

Add location sequence to report -

Finish current report

Edit report name/notes

Apply metrics to results

& Notes
Bandwidch and latency tests post B R B B - |+ =l =3

install of WOC2002 access points.

Note & Started Avg RSS! (@om) Avg Latency (ms) TCP (Mbps) UOP (Mbps)

A rocats saiave

© Veretzen Py Ltd 2023

. Add 1 or more Level Plans.

. Add 1 or Sequences.
. Add 1 or more Level Plan Locations to the Sequence by right clicking the desired point on the plan image.
o  Sequence Location paths can cross between Level Plans by switching the currently selected plan and
adding more Locations.
. Configure Report Options.
. Set the current Location.

Page 19 of 26
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3.9.3 REPORT OPTIONS

Test Options

Available TEPS

Endpoint Test[10.168.1.206]

Use dynamic TEP (ifavailable) [ - JRE

Py
ad 5 seconds

Sets.
10 Mbit (35) (~135)

Interface Interface (optional)

Moving O

Traffic mode

(O send (@) Receive

Test mode (@) #of tests () Time limited

Test Limit !

# of 1ests to perform

Parameter Definition Version
Endpoint Veto TEP to use. 1.0.15
Use dynamic TEP  |If the selected TEP is capable of dynamic mode and the APIKey is 121
correct, the TEP will dynamically create an L4 testing endpoint
exclusively for the PNA during testing.
Connectivity Check Ensure the TEP is reachable via the network prior to commencing 1.2.1
testing.
Parameters Network test parameter set to use. 1.0.15
Interface Force tests to use the specified network interface (Optional, used for 1.0.15
advanced scenarios where the PNA is not providing the Wi-Fi link
connectivity under test)
Moving Specify whether the PNA is moving between Locations during test 1.0.15
execution.
Traffic Mode Send — data sent from PNA to TEP. 1.0.15
Receive — data sent from TEP to PNA.
Test Mode Specify how test duration is limited. 1.0.15
# of test — testing will continue until the Test Limitis reached
Time Limited — testing will continue until the time limit is reached AND
the current test execution is completed.
Test Limit Either then number of tests to perform or the time limit in seconds. 1.0.15
Veto PNA page 20 of 26
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3.9.4 REPORT LAYOUT

‘te_A AP MAC: bo:6e:bf:e3:e6:do Frequency: 2437 Channel: 8 (4ethz) Tx:158.8 MBit/s VHT-MCS 7 4@MHz short GI VHT-NSS 1RxX:54.0 MBit/s VHT-MCS 1 4@MHZ VHT-NSS 2 RSSI -53

Q-
il

Sep 11,2023 01:26:41 1

+ PN evelia P Level 1B Q a fs} % @~ |7 BB  »nmoes @@ path  Right click to add a location
@ LN i A
Reset zoom/position/ R %
I ] | Switch plans | ‘Adjust plan zoom transparency | Lock plan position | | Showy/hide blue path line
Show location numbers
1 ] Adjust plan transparency instead of markers
]
]
]
L]
]
]
[ 1 — Hold left mouse to drag plan position
within plan area
]
]
] o
s
- i TS —————
]
]
Info Commi Troubleshoot E2E Wifi Scz History App Settings System

@ Level 1 m Est duration 15s

SSID: Automine_Lite_A AP MAC: be:6e:bf:e3:e6:do Frequency: 2437 Channel: 8 (4@Mhz) Tx: 150.8 MBit/s VHT-MCS 7 4@MHz short GI VHT-NSS 1RX:54.0 MBit

Sequ

First run

Level Plans
Level 1B

B Level 1B Q Q

Q

< Plan Route

— Copy/delete sequence
7 Location: 1 L u \_
7] Location: 2 £ |
g%  Location:3 L |
9%  Location:4 £ |
- Current location
7] Location: 5 L |
7 Location: 6 + W
7 Location: 7 + W
7] Location: 8 £ |
Location: 9 L |
Location: 10 L |
V] Location: 11 L |
] Location: 12 s W |
-3
=8 *“"-o-----......--...---_...__
Location: 13 £ 'f\\
o Location: 14 E | Delete location
Locations not on this plan
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3.9.5 STATIONARY TESTS

During stationary testing the current location is locked and applied to all test results.

Y  AppSetlings Sy Veto PNA

et 1 I R - coreion 155 =

SSI0; Autonine_Lite A AP MAC: bé:6e:bfie3:e6:d8 Frequency: 2437 Channel: 4 (28Mhz) Tx: 15@,@ MBits/s VHT-MCS 7 48MHz short GI WHT-NSS 1Rk 54.8 MBit/s VHT-MCS 1 48MHz WHT-WSS 2RSS -53 Sep 11, 20I3 0128 T0FM

oa) PY Levelin a 9 o @ Numbers @) Path

Perform Tests

] Location: 1
g  Location 2 [ |
12 Location: 3
g% Location d

% Location: 5
H1 ) Location: &
1] Locatlon: 7
1] Locatlon: 8
% Locaton
Location: 10

Location: 11

i ———————
Location: 13

L
L
W& Location 12
L
L

Location: 14

Add note

A
[ Notes. | | ‘
- Metric Set Send mode test Receive mode test

Bandwigth and latency tests pest B Twhe/ W Edra | Metric Set -+ m
tnstall of WOC288Z access polnts

[ + stared g RS [dben) g Latency (ms) TCF (Mbps) UDF (Mops)

Sep 11, 2023 012614 FM -8 22379 1024 @
r Sep 11, 2023 01:28:07 FM -50 19.391 1024 4 @

® Vernetzen Py Lid 3
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] Location: 12
$&  Location 13
# Notes
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3.9.6 MOVING TESTS

During moving tests, the current location is advanced by either right-clicking on the plan image or
hitting the keyboard right arrow key (recommended). Each test result is associated with the set of

locations reached during the execution of that test instance.

Perform Tests

‘andwidth and latency tests post
nstall of WOC2002 access points.

Page 23 of 26

Py Levela Y Lev a e @ s I

Numbers @) Path

Right click or arrow to advance location

DECLINE UP —am

Current location

B TX/Rx Bfxtra  Avg Latency &

Packet loss

+ Started
Sep 11,2023 01:34:52 PM
Sep 11,2023 01:34:43 PM

Sep 11,2023 01:34:36 PM

Avg RSS! (dbm)
51
-49

-49

Avg Latency (ms)
17.22
14713

25959

TCP (Mbps)
1043 4
04
04 A

N
=3

UDP (Mbps)

1024 4 @

1024 (o]

1024 4 [0}

Recorgsperpage: 3 v 130f3
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3.10 HISTORY / EXPORT

3.10.1 REVIEW

The ‘History’ page provides a list of commissioning reports including the currently active report.
Result sets for a report can be reviewed, evaluated, and exported in PDF and CSV formats.

$¢ nfo  Commission TroubleshootE2E  WifiScan  History  AppSeftings  System Veto PNA - i

Report History | Edit name/notes l | Resume testing !/G(W Delete report m
v ]I Level1 \L’ \.’Llr Ew
i

z & 28 |
Last Active: Sep 11,2023 01:21:38 PM 114 P Level 1B Q Q 29 c @ B Numbers @) Path
T IF]EE . Edit report summary E
irst run

8 set#2 b B

Reverse

Load test results into grid Export result set as CSV
Select result sets to be
included in PDF report

Show additional information columns rs

ECE S e
A ‘sults
® TxRx B Exygr’| Avglatency & O~ |7
Packet loss
Metrics Note < Started Avg RSS! (dbm) Avg Latency (ms) TCP (Mbps) UDP (Mbps)

[ [ ] Sep 11,2023 01:29:14 PM 49 11.769 1026 1024 9 @

(-] [ ] Sep 11,2023 01:29:07 PM -50 16.806 1043 4 1024 4 (-2}

[-] [ Sep 11,2023 01:28:14 PM -48 22.379 1033 1024 Q9 @

(-] [ ] Sep 11,2023 01:28:07 PM -50 19.391 1041 4 1024 4 Q@
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3.10.2 EXPORT PDF

Report PDF exports provide several options for customisation. Note that any Level Plan transparency
changes made while reviewing results will be applied to the PDF report.

Export Commissioning Report

Leval 1
Mefric Sets - +
[ include Jitter/Packet loss [ nclude Tx/Rx rates

[] include min/mar values [ nclude wifi breakdown

[ include data notes [] output dates in UTC

Report user name

Bob Demo

Report user emal
demo@vernstzen.com

Parameter Definition
Metric Set Show evaluation for the selected metric set on report.
Include Jitter/Packet loss Show L3 / L4 UDP lJitter & Packet loss in result grid.
Include Tx/Rx rates Show layer 1 link Tx & Rx in result grid.

Include min/max values Show the minimum and maximum values recorded for RSSI, latency &
link Tx/Rx.

Include wifi breakdown Show wifi link data (AP mac, RSSI, channel, channel width, Tx/Rx rates
and MCS) for each test at test start and whenever a handover to
another AP is detected during test execution.

Include data notes Show any notes recorded for either Sequences or individual test results.
Output dates in UTC Format all date and time values in UTC, the defaultis to use the
detected browser timezone.
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3.10.3 EXPORT CSV

Report data set CSV exports provide several options for customisation.

Export Commissioning Report Sequence Data #1

Level 1
[ include Jiter/Packet loss [ mnclude TwRx rates

[ mcice 0

(o —Je =]

Parameter Definition
Include Jitter/Packet loss Include L3 / L4 UDP Jitter & Packet loss in csv.
Include Tx/Rx rates Include layer 1 link Tx & Rx in csv.
Include suppressed results Include results that would be suppressed in a PDF report table.
Output dates in UTC Format all date and time values in UTC, the defaultis to use the
detected browser timezone.
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